NuadopmamunoHHaA MaMATKA 1A O0yJaIONUXCA /IS pa3MelleHUs
Ha opunuaabHbix NHTEpHET-pEecypcax

C KaskIbIM TOZIOM MOJIOZIE’KU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IITKOJIbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexxay TeM, IOMHMO OTPOMHOTO KOJTHYECTBA
BO3MOJKHOCTEH, MHTEPDHET HECeT W Ipo0seMbl. DTa IaMATKa JIOJIPKHA IIOMOYb Tebe
0€e30I1aCHO HAaXOJUThCA B CETH.

KomMmnbroTepHble BUPYCHI

KoMnbpioTepHBIE BHUpPYC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMUUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT HOBPEAUTH WU IIOJHOCTHI0 YHUUTOXKUTH BCE
daiiel ¥ JaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HWMEHH KOTOpPOTOo ObLia
3amyllleHa 3apakéHHasg IIporpaMMa, a TakKe IOBPEIUTh WJIN JlaXKe YHUUYTOXKUTH
OTIEPAIIMOHHYIO0 CHCTEMY cO BceMH aiiaMu B I11eJIoM. B OOJBIIMHCTBE CJIydaeB
pacCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbLIE OII€epalluOHHbIE CUCTEMBbI, UMEIOIIHE CepbéSHBIﬁ YPOBEHD
3allIUThI OT BPEAOHOCHBIX IIPOTPAMM;

2. [locTrossHHO ycTaHaBiaWBai mautu (IU¢pOBbIe 3aIIaTKU, KOTOPhIE aBTOMATHYECKU
yCTaHABJIMUBAIOTCS C II€JIBI0 JOPAaOTKH MpPOrpaMMbl) U JApyrHe OOHOBJIEHHS CBOEH
omepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO ¢ OPUIIMAIIBPHOTO caliTa pa3paboTYnKa
OC. Ecu cyIiecTByeT peKUM aBTOMaTHUECKOTr0 OOHOBJIEHUsI, BKJIFOYH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE 110/ IIpaBaMHM I10JIb30BATEJIA, a HE aAMHUHHCTPATOPA.
ITO He I03BOJIUT 6OJ'II>IIII/IHCTBy BPpEAOHOCHBIX ITPOrpaMM HHCTAJIJIMPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE;

4. Vlcionib3yii aHTUBUPYCHBIE ITPOTPaMMHBIE ITPOTyKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHUEM 06a3;

5. Orpaanub pu3nUecKul OCTYI K KOMIIBIOTEPY /IJIs1 HOCTOPOHHUX JIUII;

6. Vlcniosip3yll BHeITHUE HOCUTENN WHQOpMaLNU, Takue Kak dJelika, JUcK Win dani
13 UHTEPHEeTA, TOJIbKO U3 ITpodepeHHBbIX UCTOUHUKOB;

7. He oTkpbIBall KOMIbIOTEpHBIe (dailibl, MOJIyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxe Te ailipl, KOTOPbIe IPUCJIAI TBOU 3HAKOMBIU. JIyullle yTOUHU y HETO, OTIIPAaBJIAI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 9T0 He BUJ NepefjlauM JIaHHBIX, HE TEXHOJIOTH, a BCETO JIUIIL OpeH/, MapKa.
Eme B 1991 rosiy HujepJsaH/icKas KOMIIaHUA 3apeructpupoBaia 6pens; « WECA», uto
obo3Hauaso ciaoBocouyetanue «Wireless Fidelity», xoropslii mepeBouTcs Kak
«becTpoBO/IHAS TOUHOCTDY .

Jlo Hamero BpeMeHHM Jolula Jpyrasg ab0peBuaTypa, KOTopas fABJSETCA TaKOU Ke
TexHoJiorue. Ato abopeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JJAHO ¢ HAMEKOM Ha



CTaHZIAPT BBHICIIUM 3ByKOBOUM TexHuMKU Hi-Fi, yTo B mepeBojie 0O3HAYaeT «BBICOKAs
TOYHOCTB>.

Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTesAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOrmMe 3KCHEPThI CYUTAIOT, YTO
obmeoctynabsie Wi-Fi cetn He sBIAIOTCS 6€30MIaCHBIMU.

CoBeTbl 10 6€3011aCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoi0 JImuHYyI0 wWHpopMaruio udepes obmenoctymabie Wi-Fi certu.
Paboras B HUX, KeJIaTeJIbHO He BBOJAUTH MAPOJIH JOCTYIIa, IOTHHBI U KaKWe-TO HOMEePa;

2. Vcrosip3yii 1 OOHOBJISIA aHTUBUPYCHBIE ITPOTPaMMbI U OpaHMayep. TeM caMbIM ThI
obe3omnacuIlb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnosbszoBanmu Wi-Fi otwioun ¢yuknuio «O6muil goctyn K daiiam u
npuHtepam». JlaHHasg QYHKIUA B3akphiTa II0 YMOJYAaHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN AKTUBUPYIOT €€ JIJIA y/1006CTBA UCIIOIb30BaHUsA B paboTe nin yuebe;

4. He ucrnionbayi myosmuasiin WI-FI 1 mepemaun JIMIHBIX JAHHBIX, HAIIPUMED JIJIA
BBIXO0/Ia B COLIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO IIOUTY;

5. imonb3y# TOJIbKO 3aiuineHHoe coenmHeHue yepe3d HTTPS, a ne HTTP, T.e. pu
Habope BeO-aspeca BBOAU UMeHHO «https://»;

6. B wmoOmwibHOM TestepoHe OTKIIOUM (yHKnHoO «Ilogkmouenne k Wi-Fi
aBpToMaTuuecku». He momyckail aBTOMaTUYECKOTO IOJIKJIIOUEHUS YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

COI.II/IaJII)HI)Ie ceTu

COI_[I/IaJ'IbeIe CETHU aKTHBHO BXOAAT B HAIIly XXM3Hb, MHOTHUE JIIOAU pa60Ta10T U XKHUBYT
TaM IIOCTOAHHO, a4 B Facebook YXKe 3apeTUCTPpUPOBAaH MUJIJIMAPA YEJIOBEK, UTO ABJIACTCA
OZLHOfI CGILI)MOﬁ BCEX JKUTeJIEW IJIaHeThbl. MHOTHe II0JIb30BaTeIN He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMHKH B COIHAJIBHBIX CETAX, MOZKET OBITh Haf/’meHa u
HCIIOJIb30BaHA KEM YyIroJHO, B TOM YHCJI€ HE 00s3aTesIbHO ¢ OJIaruMH HaMEpPpEHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK Jpy3ei. Y Tebs B APYy3bsAX HE JOJDKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH ;

2. 3amuiai cBOIO YacTHYIO >KU3Hb. He ykaswiBail maposu, TesedOHBI, aapeca, J1aTy
TBOETO POXJEHUA U JIPYr'yI0 JIMYHYI0 HHPOpMaANUIO. 3J0YMBIIUIEHHUKH MOTYT
HCIOJIb30BaTh Ja)ke MHQPOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENN IJIaHUpYyeTe
IIPOBECTU KAHUKYJIbI;

3. 3amumiai CBOIO PeIyTaIuio - IEPKU €€ B YNCTOTE U 33J1aBail cebe BOIpOC: XOTe Obl
ThI, YTOOBI PYTHE TI0JIH30BATENIH BUEIU, UYTO ThI 3arpyskaemib? [logymait, mpexzae uem
YTO-TO OIyOJIMKOBATh, HATIUCATH U 3aTPY3UTh;

4. Ecyii THI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3HAEllb, HE UCIOJIb3yH CBOe peayibHOe
HUMs U JPYTYIO JUUHYI0 HHQOpMaAIUU: UM, MECTO KUTEIbCTBA, MECTO yueObl U Ipoyee;

5. 36eraii pazmernenus ¢ororpaduii B IHTepHeTe, r7ie Thl N300pa*keH Ha MECTHOCTH,
110 KOTOPOM MO>KHO OIIpeJIeJIUTh TBOE MECTOII0JIOKEHUE;



6. [Ipu perucrparuu B COIUAIBHON CETH HEOOXOUMO MCIIOJIH30BaTh CJI0KHbBIE TAPOJIH,
cocrosimue 13 OyKB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JIJ1 conuaibHON CeTH, OYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BATh PAa3HBIE
maposiu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBINJIEHHUKH TOJIy4YaT JOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCe cpaay.

OJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHBIE IEHBIH — 3TO OYE€Hb YAOOHBIA CIOCOO IIaTeX eU, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyYUThb 3TH JI€HbI'H.

AJIEKTPOHHbBIE JIEHbI'H MOSBUJINCH COBCEM HEIABHO U WMEHHO M3-3a 3TOTO BO MHOTHX
rocy/apcTBax JI0 CUX IIOP He IIPOITHCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYHKIMOHHPYIOT U O HHUX YK€ IPOIHCAHO B 3aKOHE, IIe HX
PasesIAIoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHbIE. Pa3zHUIla B TOM, UTO
AaHOHHMMHBIE - 3TO Te, B KOTOPBIX paspeliaercs IIPOBOAUTH omepamuu 06e3
UIeHTHUKAIUN T10JIb30BaTeIsI, a B HEAHOHUMHBIX HAEHTH(PUKAIUKM T0JIh30BATEJISA
ABJIETCS 00sA3aTeIbHOM.

Tak:ke ciemyer pa3anyarh 3JI€KTPOHHbBIE (UATHBIE JeHbI'H (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE IEHbI'N (HE paBHBI TOCY/IaPCTBEHHBIM BTIOTAM).

OCHOBHBIE COBETHI 110 O€30IMacHO pa60Te C SJIEKTPOHHBIMU J€HbI'aMM:

1. [IpuBskHM K cueTy MOOWJIBbHBIN TesieOH. ATO caMbIil YAOOHBIH U OBICTPHINA CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cueTy. [IpuBsA3aHHbBIN TeleOH MOMOXKET, €CIU 3a0yAelTb CBOU
IUIATEXKHBIHA IMapOoJIh UJTU 3aelTh HAa CAalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. HMcnosp3y# o/iHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPH3AI[UIO
Tebe y>ke He Oy/IeT yrpoKaTh OIIaCHOCTD KPAyKH MJIH IepexBaTa IJIaTesKHOTO MapoJis;

3. Beibepu cioxHBIN maposb. [IpecTtynmHukam OyzieT He IMPOCTO YrafaTh CJIOXKHBIN
napoJsib. HaziexkHple maposin — 3TO IIapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMHUCHBIE OYKBBI, IUGPHI U HECKOJIBKO CHMBOJIOB,
TaKMe Kak 3HaK /1oj1apa, GyHTa, BOCKJINIATEeIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOZiU cBOU JINUHBIE TaHHBIE HA CAUTaX, KOTOPHIM He JJOBepsellb.
JJIeKTPOHHAA IIOHTA

OJIeKTPOHHAA MOYTa — 3TO TEXHOJIOTUA U MPeJIOCTaBJIsIeMble €10 YCIYTU 10 IepechlIKe
Y TIOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHNH, KOTOPhIE PACIPENEIISIOTCA B KOMIIBIOTEPHOM
cetu. OOBIYHO JJIEKTPOHHBIA IOYTOBBIN SAIIUK BBIMJIAIUT CIEAYIONUM 00pa3oM:
HMMs_II0JIb30BaTeIA@uUMA_JIoMeHa. Tak:ke KkpoMe Iepeiauul MPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh aiisibl.

OCHOBHBIE COBETHI IO HE30IIACHOM PAbOTE C BJIEKTPOHHOU ITOYTOM:

1. Hapo BbIOpaTh mpaBUJIBHBIM TOYTOBBIN cepBUC. B UHTepHETE eCTh OrPOMHBIN BHIOOD
GecrIaTHBIX ITOYTOBBIX CEPBUCOB, OJTHAKO JIyUllle IOBEPATHh TeM, KOTO 3HAaelllb U KTO
IIEPBBIN B pEUTHHTE;

2. He ykasbpiBail B IMYHOU MOYTe JUUHYI0 nHPopmanuoo. Hanpumep, jyuiiie BEIOpaTh
«MY3BIKQJIBHBIN_(aHAT@» WJIN «POK2013» BMECTO «TeMal3»;



3. Mcmosib3y# IBYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOT/Ia IOMHMO MapOoJIsi Hy?KHO BBOJIUTD
KO/I, IpUChLIaeMbIH 110 SMS;

4. Bpibepu CJIOKHBIN TapOJib. [l KaKOTO ITOYTOBOTO SIIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTONUUBBIN K B3JIOMY I1apOJIib;

5. Eciu ecTh BO3MOXKHOCTH HalmcaTh CaMOMY CBOUM JIMUHBIM BOIIPOC, MCIIOJIB3YU 3TY
BO3MOXKHOCTD;

6. VMcnosb3yll HECKOJBKO IOYTOBBIX AIMMUKOB. [lepBBIN /[j1d YACTHON NEPEenuCKU C
azpecaTamMu, KOTOPBIM ThI 0BepPseIlb. ITO 3JIEKTPOHHBIN aJipec He HaJl0 UCII0Ib30BaTh
IIpU perucrpanuu Ha ¢popymax u caurax;

7. He oTKpbIBaul ¢aliyibl U IPyrUe BJIOKEHHUS B MUCbMaX JlaXkKe e€CJIM OHU MPUIILINA OT
TBOUX ZIpy3ei. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (anIbl;

8. Ilocse oxkoHYaHWs pabOTHI Ha IMOYTOBOM CEpPBUCE IEpef] 3aKPhITHEM BKJIAAKU C
caiiToM He 3a0y/[b HaXKaTh Ha « BeIATH».

KubepOy UIHHT I BUPTYaJIbHOE U3/I€BATETHCTBO

KI/I6ep6y.7UII/IHI‘ — IIpecjiegoBaHue COO6III€HI/IHMI/I, coaeprKalliuM OCKOp6JIeHI/IH,
arpeccuro, 3allyruBaHHE; XYJIMTaHCTBO; COIIMAJIbHOE 60ﬁKOTHpOBaHHe C IIOMOIIIbIO
Pa3JIMYHbIX MHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KUOEPOYLITHHIOM :

1. He 6pocaiics B 60i. Jlydmmii crioco0: MOCOBETOBAThCA KaK ce0s BECTH U, €CJI HET
TOTO, K KOMY MOYXHO OOpPaTHUThCSA, TO BHAUaJIe YCIIOKOUTHCA. EC/T ThI HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHUSA, TO TOJIBKO elrle O0JIbIIe Pa30KKellb KOH(PIIUKT;

2. YpaBJisAii cBoeH Kubeppenyraryeri;

3. AHOHUMHOCTb B CE€TH MHHUMas. CYIIIeCTBYIOT CITI0COOBI BBIACHUTHb, KTO CTOHT 3a
AHOHUMHBIM aKKAQYHTOM;

4. He cTouT BecTu XyJIMTaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. VIHTepHET GUKCUPYET BCE
TBOU JIEHICTBUS U COXPAHSAET UX. YTUIUTh UX OyZIeT KpaliHe 3aTPYHUTETHHO;

5. CobJtro/1ail cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enumHUYHBIN HeratuB. OAHOPA30BbIE OCKOPOUTEJIbHBIE COOOIIEHUS
JIydiiie urTHOpupoBaTh. OOBIYHO arpeccus MpeKpamnaeTcs Ha HAYIbHOM CTa/IuM;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSMU, B COIIMATbHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKHUPOBKY OTIIPABKY COOOIIIEHUH C OIIpeIEIEHHBIX a/IPECOB;

8. Ecim T cBuzeresnb KubepOy/uimHra. TBOW JAEHCTBHA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTesid, IOKa3aTh €My, 4YTO ero JeWCTBUA OIeHHUBAIOTCA HeraTUBHO,
MIO/AEPIKATh JKEPTBY, KOTOPOH HY’KHA IICUXO0JIOTHUECKAs IOMOIIb, COOOITUTH B3POCIBIM
0 ¢haKTe arpecCuBHOIO MOBEJIEHNA B CETH.

MobwubHBIH TenedOH

CoBpemenHble cMapTdOHBI U IUIAHIIETHl COZlep>KAT B cebe BIOJHE B3POCJIBIHI
pyHKIIMOHA)J, W Temepb OHH MOTYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU



KoMIpioTepamMu. OTHAKO, CPE/ICTB 3AIUTHI J1 TOA00OHBIX YCTPOMCTB MOKA OYE€Hb MAJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCHUBHO, KaK JJIA
ITK, To ke camoe kacaeTcs U MOOUIbHBIX IPUJIOKEHUH.

CoBpemenHble MOOWJIbHBIE Opay3epbl yKe MOPaKTUUEeCKd JIOTHAJIM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paclIupeHue (PyHKIMOHAIA BIeUYeT 32 OO0 OOJIBIIYIO CJIOKHOCTD U
MEHBIITYI0 3aIIUIIEHHOCTD.

Jlajieko He Bce IPOU3BOAUTEIIH BBIIMYCKAIOT OOHOBJIEHN S, 3aKPhIBAOIINE KPUTHUECKIE
ySI3BUMOCTH JIJIs1 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30MMaCHOCTH MOOUIBHOTO TestedoHa:

1. Huuero He sBiseTCA IO-HACTOAIIEMY OecIiaTHBIM. By/ib OCTOpO’KeH, Beab Korjaa
Tebe mpe/IaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
YCIIyTH;

2. Jlymaiui, nmpexzae uyeM oTipaBuTh SMS, doto uiau Buaeo. Thl TOUHO 3HAEIb, I7le OHU
OyZyT B KOHEUHOM HUTOTE?

3. Heo6xo111M0 OOHOBJIATH OIlEPAIIOHHYIO CUCTEMY TBOETo CMapT(dOHA;
4. ictioib3y# aHTUBUPYCHBIE IIPOTPAMMBI 11 MOOMJIBHBIX TeJIE()OHOB;

5. He 3arpy>1<af/’1 IIPUJIOKEHHA OT HEM3BECTHOI'O UCTOYHHKA, B€b OHU MOTYT COAEPKATDb
BPEAOHOCHOE IIPOrpaMMHO€ O6€CH€‘{€HI/IE;

6. IToce TOro Kak ThI BBIMEIIb C caiiTa, I/ie BBOAWII JIMUHYIO0 HH(POPMAaLUIo, 3ali/1 B
HaCTPOUKHU Opay3epa u yaaau cookies;

7. Hepnozmqecm/l HpOBeprI KaKH€ IIJIaTHbIE YCJIIYTH aKTHBHUPOBAHbI Ha TBOEM HOMEDPE;

8. JlaBail cBoii HOMep MOOWJIBHOTO TesedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fmosxeH OBITH BBIKJIIOUEH, KOT/ia Thl MM He IOJIb3yelnbcsa. He 3a0biBait
WHOT/Ia IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - S5TO KpAacOuHBble, 3axBaThIBAIOIINE pa3BJleueHNs,
00BEUHSIONIYE COTHH THICAY UEJIOBEK 110 BceMy MUpY. VITPOKU UCCIEAYIOT TaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33J[aHUS, CPAXKAIOTCA C MOHCTPAMH H
IIOJIy4alOT OMNBIT. 3a YAOBOJBCTBUE OHU IUIATAT: IIOKYIIAIOT [JUCK, OIUIAaYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcTtBa uAyT Ha MOJJepKaHUWe U pa3BUTHE WUIPHl, a TakKkKe Ha caMmy
6e3011acHOCTD: COBEPIIIEHCTBYIOTCS CUCTEMbI AaBTOPU3AIMH, BBIITyCKAIOTCA HOBbIE MATYU
(mudpoBbIe 3aIUIATKH I IPOTPAMM ), 3AKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOUT OIlaCcaTbCAd HE€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXu
TBOEI0 I1apO0Jid, HA KOTOPOM OCHOBAaHa CHCTEMAa aBTOpHU3allNU OOJIBIINHCTBA urp.

OcHOBHBIE COBETHI IO HE30MACHOCTU TBOETO UTPOBOT'O AKKAYHTA:



1. Ecstm pyroit urpok BejieT ce0s MI0X0 WU co37aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€T0 B CITHCKE UTPOKOB;

2. Tloxkamyiici aAMUHHCTpATOpaM WUrpPbl Ha IUIOXO€ IOBEJEHHE OTOTO HIPOKa,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BU/le CKDUHOB;

3. He ykassiBaii 1nuHyio nHGOpMAIMIO B Ipo@aiiyie Urphl;
4. YBaxKaul Ipyrux y4YacTHUKOB I10 UTPE;

5. He ycranaBsuBail HeopunimaabHble IaTYX U MOJIbI;

6. Vlcniosib3yH cJI0KHBIE U Pa3Hble MTapoJIy;

7. ,Z[a)Ke BO BpeéMsA HUI'PbI HE CTOUT OTKJ/IIOUaTb aHTHUBHPYC. ITokxa ThBI urpaellb, TBOU
KOMIIBIOTEPD MOTYT 3apa3UTh.

OUIITMHT WU Kpaxa JINYHBbIX JaHHbIX

OOBIYHOM Kpa)lcef/i A€HEr U JOKYMEHTOB CErogHd Y€ HHMKOI'O H€ YyAWBUIIIb, HO C
Pa3BUTUEM I/IHTepHET-TeXHOJIOFI/Iﬁ 3JIOYMBIIIVIEHHUKHU II€pEMECTUJINCh B MHTEPHET, U
IIpOoAOJIZKAIOT 3aHUMATbCA «JIFOOMMBIM » A€JIOM.

Tak mosiBUjIach HOBasi yrpo3a: MHTEPHET-MOIIEeHHUYeCTBA WK (QUIIKUHT, TJIaBHAS 1IEJTh
KOTOPOTO COCTOUT B TOJYyYE€HHH KOHQPUAEHIUATbHBIX JAHHBIX II0JIb30BaTEIed —
JIOTUHOB U mapoJieii. Ha anriuiickoM sizbike phishing untaercs kak ¢pumwuHr (ot fishing
— pBIOHAs JI0BJIA, password — MmapoJib).

OcHOBHBIE COBETHI 10 OOpPHOE ¢ PUITMHTOM

1. CJIe]_II/I 3a CBOMM AaKKAayHTOM. Eciiu TbI Imoao3peBacillb, 4TO TBOA aHKETaA ObL1a
B3JIOMaHa, TO HeO6XOZ[I/IMO 3&6J'IOKI/IpOBaTI) ee u COO6II_[I/ITI> AIAMHUHHCTPpATOpPaM pecypca
00 3TOM KaK MOKHO CKOpeEe;

2. I/ICHOJ'IBSYI‘/JI Oe30IacHbIE Be6-CafITbI, B TOM 4YuCJIE€, HHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM,

3. Ucnonp3yii coskHbIE U pa3Hble mapos. Takum o6pa3oM, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIVIEHHUKY TIOJIy4aT IOCTYII TOJIBKO K OJTHOMY TBOeMY ITPO(]UIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebst B3/10OMaJTH, TO HEOOXOIUMO MPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPbIE
J100aByIeHbl Y TeOs B JIPY3bAX, O TOM, YTO TeDs B3JIOMaJd U, BO3MOJKHO, OT TBOETO
“MeHH Oy/1eT pacchIaThCs CIIaM U CChLJIKU Ha (PUIITMHTOBBIE CAWiTHI;

5. YcranoBu HazieXkHBIHM n1aposib (PIN) Ha MoOMIIbHBIN TetedOH;
6. OTKJII0YU COXpaHEHUE TapoJis B Opaysepe;

7. He oTkpsbIBail (ailyipl U Apyrue BJIOKEHUA B MUCHbMAax Jlake ecjId OHU HPUIIUIN OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIA JIU OHU Tebe 3TU PaliIbl.

Hudposas penyranus

[udpoBas pemyTrarus - 3TO HeETaTUBHAs WJIH MMO3UTUBHas nHGOpPMAIUs B CETH O Tebe.
Kommnpowmerupywomiasa uHpopMalus pa3MellleHHAas B HHTEPHETE MOXKET Cepbe3HbIM



0O6pa3oM OTpa3UTHCSA HA TBOEH peayibHOU KU3HU. «I[udpoBas pemyranus» - 3TO TBOU
MMU/JIK, KOTOPBIX (popmupyercs u3 nHbopMaium o Tebe B UHTEPHETE.

TBoe MecToO JKUTeNbCTBa, y4ueObl, TBoe (HUHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHoTrHe TOAPOCTKH JIETKOMBICJIEHHO OTHOCSATCSA K ITyOJIUKAIIMY JIMYHOU HH(POPMAITUH B
HuTepHeTe, HEe MOHUMASA BO3MOKHBIX ITOCIeICTBUI. ThHI Take HE CMOXKEIb JOTaaThCs
0 ToM, uTo poTorpadus, pa3MelleHHas 5 JeT Ha3a/l, cCTajla IPUUYNHON OTKa3a MPUHATh
Tebs1 Ha paboTy.

KommenTapuu, pasmelneHue TBoux d¢ortorpaduil U [Apyrue JAeWCTBHSA MOTYT He
HMCUE3HYTh Jlake MOCJIe TOro, KaK Thl UX yAaJIUlllb. Thl He 3Haellb, KTO COXPAaHUJ 3Ty
nHpoOpManuoo, IoMajga JU OHA B IMOUCKOBBIE CHUCTEMBI M COXpPaHWJIACh JIM OHA, a
IJIaBHOE: UTO IMOAYMAaIOT O Tebe OKpYy»Kamolllee JIIO/IU, KOTOPble HAUAyT U YBUJAT 3TO.
Haiitu mHGOpMAaIINI0 MHOTO JIET CIIYCTsI CMOKET JII000H - KaK U3 JIOOPBIX OOy KAEHUH,
TaK ¥ C HAMepeHHEeM NPUUYNHUTH BpPeJ. ITO MOXKET OBITh KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3auTe MHUGPOBON pemyTauu:

1. [Togymaii, mpexae 4yeM YTO-TO ITyOJIMKOBAaTh U IEepeJiaBaTh y cebs B OjoTe Wik B
COIIAJILHOM CETH;

2. B HacTpoiikax mpodusis yCTaHOBH OTPaHUYEHHUs HA IIPOCMOTP TBOEro MpoguIs U ero
COJIEP>KUMOTO, C/IeJIal €r0 TOJBKO «IJIsl IPY3€H»;

3. He pasmerraii 1 He ykasbiBaii HH(pOPMAIHI0, KOTOPAs MOMKET KOr0-JI100 0CKOPOJIATH
WJIA O0UKATD.

ABTOpCKOE TTpaBo

CoBpeMeHHbIE ITKOJBHUKH- AaKTUBHBIE II0JIb30BAaTEX ITU(PPOBOrO IPOCTPAHCTBA.
OnmHako Jajleko He BCe B3HAKT, YTO II0JIb3OBaHHME MHOTHMH BO3MOKHOCTSIMH
IuPPOBOTO MUPaA TPeOyeT COOTIOEHNS ITPAB HA UHTEJUIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMUH «HHTEJIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pPETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HAa MPOJYKThI M YCJIYTU , U 3aKaHYMUBasg KHHUTamu, dororpadusMu,
KUHOGUIbMaMU U My3bIKaJIbHBIMU IPOU3BE/IEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HAyKH, JINTEPATYPHI U UCKYyCCTBA. ABTOPCKHE IIPaBa BHICTYNAIOT B KaYeCTBE TapaHTUH
TOTO, UYTO UHTEJIJIEKTYaIbHBI/TBOPUECKUI TPy aBTOpa He Oy/AeT HAallPACHBIM, 1aCT eMy
CIIpaBe/IJIUBbIE BO3MOXKHOCTH 3apaboOTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, MOJIyUYHUTH
M3BECTHOCTH U NpusHaHue. Hukro 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BO/IUTH
ero Ipou3BeleHHe, PpacHpOCTPaHATh, IyOJWYHO JEeMOHCTPUPOBATh, IIPO/ABATh,
MMIIOPTHUPOBATh, IIyCKaTh B MPOKAT, MyOJIUYHO UCHOJIHATD, IOKA3bIBAaTh/UCIOJIHATh B
acdupe wu pa3zmemars B VIHTEpHETE.

Hcnonpb3oBaHME «IMHPATCKOTO» MPOTPAMMHOTO OOECIeueHUsI MOJKET NPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAHHBIX K TBOMM aKKAyHTaM J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJI€e YCTAHOBJIEHHBIN He JieraJibHas mporpamma. He cTout Tak:xke 3a0bIBaTh,
YTO CYII[ECTBYET JIeTAIbHBIE U OecIIaTHbIE TPOTrPAMMBbI, KOTOPbI€ MOKHO HAUTU B CETH.

O nopraie



CeTeBUYOK.pp - TBOU TIJIaBHBIM COBETYHMK B CeTU. 3A€Ch ThHl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH MOHATHBIM U JIOCTYIIHBIM $3BIKOM, a MPU BO3HHUKHOBEHUU
KPUTUUECKOH CHUTyallUd OOpaTUThCSA 32 COBETOM. A TakKKe IPUHATH y4YacTHUE B
KOHKYPCaX U CTaTh CAMBbIM U (PPOBBIM IPAKAAHUHOM !



